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sport To The Congress

OF THE UNITED STATES

Federal Agencies Still Need To Develop
Greater Computer Audit Capabilities

As the Federal Government becomes increasingly de-
pendent on computers it is even more important for au-
ditors to ensure that

--computer system controls are designed and op-
erating properiy; and

--computer equipment, programs, personnel, and
other resources are used efficiently, effectively,
and economically.

Past GAO reports recommended that audit organiza-
tions do more computer auditing. In addition, the Comp-
troller General of the United States has issued audit
standards which outline government auditors’ respon-
sibilities to audit computer-based systems. "~

- Some. . audit organizations have conducted ‘effective
computer audits. However, many Federal audit organi-
zations have neither recognized their computer audit
responsibilities nor developed the skills to meet them.
This report recommends actions every Federal agency
should take to define, develop, and maintain appro-

" priate computer audit capabilities.
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COMPTROLLER GENERAL'S FEDERAL AGENCIES STILL NEED
REPORT TO THE CONGRESS TO DEVELOP GREATER COMPUTER
’ AUDIT CAPABILITIES

With continual technological advances, the use

of the computer in business and government has

grown. While this has increased productivity

levels and satisfied information and program

needs, it has not been without a heavy price.

The capital and operating costs of computers are

significant expenditures. 1In addition, compu-

ters provide access to an ever-increasing amount

of an organization's money, property, and other

assets; and to information resources, including

personal, proprietary, or other sensitive data.
\
|
|

‘This growing reliance on computers, coupled with
increasing cost, requires that Federal managers
assure themselves that computers support manage-
ment goals and objectives, operate efficiently
and economically, and encompass adequate con-
trols to prevent errors, fraud, waste, and abuse.
Internal auditing is an important management tool
to help provide such assurance.

cies internal auditing of automatic data process-

ing systems and controls had been inadequate.

GAO recommended that all Federal internal audit

groups determine the extent to which their agen-

cies' computer activities need auditing and de-

velop or acquire staff with the necessary skills
. to provide adequate computer audit coverage.

|
In 1977, GAO reported that at some Federal agen--

s Following up on the 1977 report, GAO found that R
' o - Whil®e some action has been taken, much still
needs to be done. Many Federal inspector gen-
eral and internal audit organizations still do
" not provide adequate audit coverage to their

agencies' computer operations.

GAO conducted this review to evaluate the prog-
ress of Federal internal audit organizations in
responding to increasing needs and requirements
for effective computer auditing. By identifying
agencies' problems and shortfalls in developing
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computer audit capabilities, GAO provides guid-
ance for agencies in establishing proper compu-
ter audit coverage and thereby helps prevent
computer-related fraud, waste, and abuse.

MANY HAVE NOT RESPONDED

TO COMPUTER AUDIT NEEDS

Some of the 19 Federal audit organizations GAO
reviewed cannot be sure they have adequately
identified their agencies' computer audit needs
as recommended in the 1977 report. GAO found
nine organizations that had limited, outdated,
or no inventories of their agencies' computer

' systems to aid in planning audit coverage. (See

pp. 7 and 8.)

GAO also found that many organizations have not
developed and maintained the skilled staff nec-
essary to meet computer audit responsibilities
for their agencies. 1In particular, six organi=-
zations had little or no computer audit capa-
bilities at the time of the review, and others
acknowledged that computer audit staff and audit
time were not adequate for their needs.

Although GAO found examples of effective compu-
ter auditing, insufficient computer audit capa-
bilities generally resulted in only limited
compliance with the standards issued by the
Comptroller General of the United States for
auditing computer-based systems. Twelve of the
nineteen organizations visited did not have the
computer audit capabilities to comply with the
standards at the time of the review. The re-
maining seven organizations had conducted or
scheduled computer audits to meet some objec-
tives of the standards....(See pp. 8 to {::ﬁ"

GAO observed the following examples of effecﬁive
computer audits: T ’

--The General-Services Administration suspended
development of+-a computer system when an audit
by its Inspector General showed that the pro-
posed system would not meet a major system ob-
jective of controlling use, misuse, and abuse
of interagency motor pool credit purchases.
(See p. 12.)

--The Department of the Army significantly re-

" duced the number of computer terminals planned
for a $100 million project because the Army
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Audit Agency reported that the projected work
for computer terminals was overstated. (See
p. 12.) ‘

~--The Postal Inspection Service recommended uni-
form manual and computer processing controls
for the U.S. Postal Service's redesigned pay-
roll system because of control weaknesses which
had resulted in about $1.75 million in over-

- payments nationwide. (See p. 12.)

Some organizations were hindered in acquiring
computer audit staff because of personnel ceil-
ing limitations, Federal hiring restrictions,
or even lack of management support for computer
auditing. GAO also found that many organiza-
tions did not have formal training programs to
help develop computer audit skills for existing
staff. (See pp. 14 to 16.)

EVALUATION OF COMPUTER-RELATED CONTROLS
IS RECEIVING GREATER EMPHASIS

The need for proper computer-related controls
has increased. Continuing reports of computer
fraud and abuse showing losses of millions of
dollars and estimates of hundreds of millions
more in losses from undetected computer crime
point to weak computer-related control. 1In
addition, Federal legislation and proposed
statutes have called for prevention of fraud,
waste, and abuse in private companies and Fed-
eral agencies by requiring that managers estab-
lish and maintain adequate systems of internal
control. These systems necessarily include
computer-related controls. As a further indi-
cation, public accounting firms have increased
their consideration of computer-related controls
-in audit work. : R
Despite this emphasis, GAO found little overall
direction-~-other than. the GAO audit standards=--
requiring Federal internal audit organizations
to specifically evaluate computer-related con-
trols. Such evaluations can help minimize error,
fraud, waste, and abuse, but are also necessary
if government auditors are to fulfill their pro-
fessional audit responsibilities. GAO believes
the need for Federal agencies to develop their
computer audit capabilities is even greater

today than it was at the time of the 1977 report.
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